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Preventing the diversion of arms—
developing a pan-Europe architecture
*****
28 November 2007

Conference paper

Criterion 7 of the EU Code of Conduct on Arms Exports (EU Code) requires Member States to consider the risk of diversion as part of the arms transfer licensing assessment process.  This acknowledgement that responsibility for controlled goods continues beyond the moment the goods leave the territory of the original authoriser is extremely welcome and to the EU’s credit (some states take the disappointing and legally dubious view that once licensed equipment leaves their territory, its use is no longer their business).

But the issue of diversion of arms transfers is a peculiar one.  Peculiar in that unlike the other criteria of the EU Code, while diversion might not of itself be problematic, once diversion occurs it becomes far harder to control or even estimate the risk that the equipment is subsequently used in breach of one or more other of the criteria of the EU Code.  As a consequence, assessment of diversion risks involves a uniquely difficult calculus: Member States must first consider the risk that the items in question will be used for a different purpose or by a different user than declared, and then consider what the identity or nature of that non-declared user or use might be, along with the risk that there may be yet another re-transfer, and so on.  This introduces an extra degree of complication to the assessment process, and one must be dealt with using additional techniques.  
Unfortunately, Member States have not always enthusiastically adopted the additional measures necessary to minimise the risk of diversion.  These include:

· a thorough system of end-use certification including authentication procedures;
· a strong focus on transfers that involve complex chains of supply or particular actors or supply routes that give cause for concern;
· comprehensive controls on the activities of brokers and transporters (on the grounds that these types of actors can be critical in facilitating diversion); 

· a recognition of the responsibility to control transit, with clear and consistent rules on the transit of strategic goods;
· any recipient of strategic goods from a Member State being required to seek approval before retransfer from the original exporting authority, regardless of the time elapsed;
· an aggressive approach to enforcement; and
· a significantly greater level of harmonisation of procedures and of co-operation among Member States than currently exists .
This paper considers each of these elements in greater detail, drawing on examples of where diversion has either occurred or been threatened.  The main conclusion drawn is that in order to minimise the risk of diversion, it will be necessary for each Member State to address all of the measures listed above.  
Maximising the value of end-use(r) certification

End-use and end-user certification are widely recognised as important components of any arms transfer control regime in combating diversion.  EU Member States have acknowledged this and all have systems in place for verifying end-use(rs) through documentary procedures.  Nevertheless, examples of how inadequate end-use certification systems have in effect allowed diversion to occur and (on occasion go undetected) continue to come to light. 
Case studies: end-user certification
(i) Dual-use exports by Swedish citizen from Sweden to Iran (1998)

In 1998, Iranian-born Swedish citizen Ehsan Amouzandeh was asked by his cousin, studying in Tehran, to procure a thyratrone - an electronic device usable for medical research or as a nuclear triggering device, and on the EU dual-use list at that time. According to court documents, Amouzandeh falsified an end-user certificate he supplied to the Swedish electronics supplier using his mother's, brother's and friend's names, put the name of his pizzeria on the consignment and labelled it "electronic device". One delivery was made in 1998; another attempted delivery in 1999 was seized at Stockholm airport. According to SIPRI researchers, when customs began to study the export documents of the first delivery, they found that the invoice was "unprofessional", the number provided on the export declaration was listed on the Nuclear Suppliers Group's list, and the recipient in Iran had a "red flag" in the risk report as a sensitive recipient of material.

(ii) Aviation Services International BV (Holland) exports to Iran (2006)

On 29 August 2007 the US Department of Commerce filed a criminal complaint in the US against a Dutch citizen, Robert Kraaipoel, the owner of aviation parts supplier Aviation Services International BV, based in Heerhugowaard, Netherlands.  According to the complaint, during 2005 and 2006 Kraaipoel obtained over 290 dual-use items from the USA, including aircraft parts and parachutes, and re-exported them from the Netherlands to Iran in breach of US trade restrictions on Iran.  Dutch customs officials reportedly stated that items were exported to state-owned aerospace firms involved in military production, including Iran Aircraft Industries and Iran Aircraft Mfg. IND HESA.  According to the US complaint, Kraaipoel sent the equipment’s US suppliers false declarations about the end-users: claiming that communications equipment were for use by a Cyprus company and the Polish Border Guards (who later confirmed that they had no contact with Kraaipoel's company, and did not operate UAVs which might use this equipment); and polymide film for an apparently fictitious company in the UAE. However, it is not clear from the complaint whether similar false declarations were also made to Dutch customs authorities when goods were re-exported from the Netherlands to Iran.

Despite the above example, it is important to recognise that good practice in end-use certification and monitoring does exist within the EU. The User’s Guide sets out a number of elements and recommendations for end-user certificates, however these include discretionary items that would be better made compulsory.  Furthermore, all Member States can learn from the experience of others in order to improve end-use controls and prevent diversion and illicit trafficking.  The EU should establish a more consistent approach to end-use certification, universalising best practice regarding:  
· types of end-use documentation and the minimum amount of information required in EUCs;
· security features;
· authentication procedures, for example by foreign embassy staff or through direct contact between government departments in the exporting and recipient state;
· delivery verification, along with confirmation of transit routes

· re-export restrictions;
· follow-up measures, including reserving the right to carry out on-site inspections should concerns arise post-export; and
· sanctions in the event that breaches of end-user undertakings are discovered.
Brokers and transporters, and their role as diverters 

Evidence suggests that many of the arms transfers to the worst-affected conflict regions and human rights crisis zones are organised and trafficked by arms brokering and transportation agents. Often such brokers or transporters do not reside in the country from which the weapons originate, nor do they live in the countries through which the weapons pass or for which they are destined. As a result, such ‘third party’ arms brokering is notoriously difficult to trace, monitor or control. 
In recent years the UN, the media and NGOs have all uncovered evidence of involvement by EU citizens and companies in transporting arms in obvious opposition to the EU transfer control regime. This has been accomplished by brokers and transport agents exploiting loopholes or weaknesses in national arms control systems. Countries with weak export and import controls may be targeted, and vague definitions, poor licensing procedures, and a lack of capacity to enforce customs controls provide arms brokering and transportation agents with an opportunity to move arms along clandestine supply routes.  

Case study: brokers and transporters

On August 5 2000, Leonid Minin was arrested near Milan and charged with two separate counts of organising arms shipments to UN-embargoed Liberia. The alleged arms deals included 181 tons of military equipment, including over 10,000 AK-47 assault rifles, 120 sniper guns, over 100 grenade launchers and related missiles, night vision equipment and 9 million rounds of ammunition. 

According to documents, the two separate arms shipments were organised through complex deal structures involving a front company based out of Gibraltar, using end-user certificates from Burkina Faso and Cote d’Ivoire, and transportation of the goods through a UK-based company. The internal transhipment of the arms to Monrovia was managed through several flights performed by relatively smaller aircraft with fake registration and operated by a phantom airline purposely set up by the Liberian government.

Payments for these shipments show the global nature of the arms deal arranged by Minin. Italian prosecutors found that companies and banks based in Cyprus, Hungary, Gibraltar, the British Virgin Islands and New York were all implicated in the financing of these deals. 

In 2002, the Italian courts declared the Minin could not be prosecuted for illicit arms trafficking because the arms in question had no touched Italian soil, and therefore the court lacked jurisdiction. 

This case underlines the need to bring both brokers and providers of ancillary services, such as transportation agents and freight forwarders, explicitly within the remit of the EU transfer control regime. A lack of systematic regional cooperation and coordination between different national authorities, and the ever-growing volumes of goods traded and shipped across borders make it increasingly difficult to regulate the transportation market.
Brokers and transportation agents are typically adept at creating vastly complicated deal structures involving myriad participants, whereby isolating brokering responsibilities becomes increasingly difficult for authorities. However, the physical transportation of arms is potentially among the most vulnerable part of an illegal arms deal. Every time a cargo vessel or aircraft is used in transportation of arms, a range of physical and administrative tasks are undertaken, including the loading and unloading of cargo, requesting docking/landing rights as international ports, and the filing of flight plans. Thus there are a number of ways that states can put in place regulations on how arms are moved across borders. 
The EU should utilise this vulnerability in the illicit arms trade and target those who are responsible for the actual transfer of arms. EU Member States could address these issues in a number of ways by:
· integrating controls on transportation agents into controls on arms brokering;

· developing national registration systems for those involved in brokering and transportation services;

· strengthening regional and national enforcement capacity across borders
· aggressive enforcement of laws and regulations
· developing systematic information exchange between Member States on illicit or unregulated activities;

· implementing full extra territorial controls on all brokering activities; and

· utilizing other initiatives outside the regular ambit of transfer controls, such as measures to deal with flags of convenience, and extending improvements to air traffic control systems (e.g. across Sub-Saharan Africa).
The EU should also respond positively to the recent report of the UN Group of Government Experts on Brokering including recommendations to:

· co-operate with other States in law enforcement efforts to investigate illicit brokering activities

· render technical, legal, financial and other support to interested states and support joint projects for increasing capacity of relevant authorities including licensing, law enforcement and border-control bodies

· explore possible synergies and options for strengthened capacity building with Interpol and the World Customs Organisation 

When and how to license transit

Diversion can take place post-delivery, or while goods are en route to their declared final destination.  The latter type, i.e. in-transit diversion, at its most fundamental level seeks to take advantage of the inconsistencies in systems of control and their implementation in different states.  It therefore stands to reason that EU Member States, if they are to take this seriously, must speak with one voice on transit issues.  Transit is of particular significance for the EU, for two reasons.  First, many EU Member States operate as major transportation hubs to the rest of the world.  Second, as with many issues, action in the EU may well prompt other states to take this issue more seriously.  
Case study: transit
In August 1998, Belgian customs seized over 90 containers of Eritrean-bound military equipment at Antwerp harbour, during the height of the Ethiopian-Eritrean war. The shipment included 40 ex-German UNIMOG army trucks, replacement engines for 80 Russian T-54 and T-55 tanks, infra-red sights and thermal imaging equipment. The military equipment had reportedly been brought in Germany, and transhipped through the Netherlands by rail to Antwerp for loading onto a ship. Customs officials became suspicious of the cargo, which was listed as building equipment and water pumps bound for Eritrea. The deal was reportedly arranged by a UK-based company called JM Charlesworth, trading as Global Services Ltd.
The seized goods were held in Antwerp until December 2002 when Belgium authorities made a deal with the British owner. It was agreed that JM Charlesworth would cover all past storage charges as well as pay a €25,000 fine under the condition that he would ship the containers to the EP Shipping Company in the port of Rotterdam. On January 2003 the consignment left Antwerp, however it never arrived in Rotterdam. The destination on the waybill was altered during transit, and the goods were illicitly diverted to Eritrea. Diplomatic efforts to stop the ship at the Suez Canal failed and the shipment arrived in Eritrea on 14 February 2003. 

According to a Belgium source, communication between the Belgium and Dutch export control authorities was inadequate and was a major cause for their failure to stop the ship out of Rotterdam without the required export papers. 
While Belgium and Dutch regulations both appear to have been violated, neither Belgium nor Dutch authorities have shown any intent to prosecute JM Charlesworth and/or any others involved in the illicit transit, including the Danish owner of the ship. 
Effective transit controls are thus a major part of efforts to prevent and combat the illicit trade in arms. Despite this, EU Member States appear loath to seriously confront the transit issue. While there may be commercial and other customs related practicalities that have implications for licensing transit through the EU, opportunities for the diversion of in-transit shipments of arms through Europe remain, and Member States must address these. Furthermore, other transit initiatives and regulations are already in place to restrict the movement of goods which commercial operators and customs officials operate under, such as the transportation of dangerous goods. Other states have also implemented unilateral 
and bilateral initiatives, such as the Container Security Initiative
 and the Proliferation Security Initiative
, which if extended could be relevant to the control of transit of conventional arms. 
At the national level, there are wide variations in the level of transit control and for many states transit regulations do not appear to be a priority. There are often variations in the documentation that is required to cross state borders, which can be exploited by those who know how to utilize poorly regulated transit routes. The level of information that is required by states as a prerequisite for the issuing of a transit licence varies substantially and whether a transit licence is required at all remains a key variation among the EU Member States. 
In addition to having the necessary laws, regulations and administrative procedures for the regulation of transit, states also need capacity – including experienced personnel and adequate infrastructure – to scrutinise transit shipments and enforce transit controls.

This conference should consider best practice from across the EU Member States with regard to controlling transit of arms from the point of view of:

· the existence of transit controls and licensing procedures that are easily understood and easy to comply with;
· the type of information required to licence a transit;
· multilateral agreements already in place on arms transit, and the level of co-operation among customs officials and intelligence agencies across the EU but also elsewhere;
· the capacity of states, in particular customs and border officials, to exert effective transit controls; 
· the security of arms in transit; and

· higher priority for enforcement.
Structuring post-export controls to prevent unwelcome re-transfer
While there is no substitute for the rigorous assessment of any proposed transfer at the time of application (pre-licence assessment), there is always some risk that equipment or technology transferred will be misused or diverted to an unauthorised end-user. Therefore, the extent to which Member States implement post-export controls is a key additional element in preventing the unauthorised re-export of arms.

The last few years have witnessed a number of incidents where arms of EU origin have been diverted for purposes or to destinations contrary to their intentions, despite the existing pre-licensing processes.  

Case study: unwelcome re-transfer
In October 2006, Jane’s Defence Weekly reported that the Indian Government was in negotiations to supply the Advanced Light Helicopter (ALH) to Myanmar (Burma) as part of the two countries’ increasing military cooperation. While the ALH is manufactured in India, EU based companies have been extensively involved in the design and provision of components and ammunition of these helicopters, the transfer of which would risk undermining the EU arms embargo on Myanmar. 
Companies based in six EU Member States (Belgium, France, Germany, Italy, Sweden and the UK) have been involved in the development of and/or have supplied components or munitions for the ALH. However, the controls on the re-export of military equipment vary across these six Member States. While most states have expressed confidence that onward export to Myanmar would be prohibited, a detailed analysis of the nature and extent of existing re-export controls within these six States involved gives considerable cause for concern. Re-export controls appear to be applied only on a sporadic basis across the EU and are not always a legal requirement. Some major exporting states have no provision for such controls at all, some only apply controls to certain equipment and some only apply such provisions to end-use certificates associated with the original contract between companies involved and not subsequent re-transfers where the agent involved in the re-export is not the original importer.
The arms market is increasingly globalised, and such international collaboration on the production of military equipment is now unremarkable. In this context it is a major weakness in the effectiveness of the EU’s export control regime, especially for cases of potential re-transfers to embargoed destinations, that comprehensive re-export provisions covering re-transfers of EU equipment by any agent (companies or governments) are not standardised as legally-binding and enforceable. EU Member States must implement and enforce a ‘no re-export without permission’ clause into each and every export licence for all military goods and technology including components for use in military goods. A re-export clause would require the original end-user to gain the permission of the original EU exporter before onward transfer of any EU-origin products. It should also provide clear responses and possible sanctions to be used in the event of any breaches of these undertakings, i.e. that all licences connected to the equipment or technology in question would be revoked, and that future licensing decisions would take any breaches into account.
Operative provisions for re-export clauses should also include the condition for post-export verification. It remains incumbent upon EU Member States to mitigate the effects of possible re-transfer risks to unauthorised end-users, and to strengthen end-use controls at the licensing stage by conducting, where appropriate, stringent post-export checks once the equipment has been exported. 
Post-export verification would not be necessary for all arms transfers from EU Member States, instead a system of targeted verification could be utilised. This would be prioritised to those arms transfers where a particular risk of diversion or misuse is identified. This requires a targeted use of limited resources against a matrix of likely risk factors that would need to be developed at the national and/or regional level. EU Member States could work collaboratively through the pooling of information sources and in-country diplomatic resources. 

Conclusion
The above case studies demonstrate that the issue of diversion is not being regulated as well as it could be, and that therefore the EU needs to address these issues in a more coordinated manner. It is important that this involves action to prevent diversion of arms transfers before they take place, and also to mitigate the risks of diversion after the transfer has gone ahead. There is an urgent need for widespread adoption of emerging best practice in relation to the procedures and mechanisms discussed above.
� Container Security Initiative (CSI) is a US customs program intended to help increase security for containerised cargo shipped to the US from around the world. CSI addresses the threat to border security and global trade posed by the potential for terrorist use of a maritime container to deliver a weapon.


� Proliferation Security Initiative (PSI) is an international effort led by the � HYPERLINK "http://en.wikipedia.org/wiki/United_States" \o "United States" �US� to � HYPERLINK "http://en.wikipedia.org/wiki/Interdict" \o "Interdict" �interdict� transfer of banned weapons and weapons technology. The PSI is primarily focused on combating proliferation of � HYPERLINK "http://en.wikipedia.org/wiki/Nuclear_weapons" \o "Nuclear weapons" �nuclear�, � HYPERLINK "http://en.wikipedia.org/wiki/Chemical_weapons" \o "Chemical weapons" �chemical�, and � HYPERLINK "http://en.wikipedia.org/wiki/Biological_weapons" \o "Biological weapons" �biological weapons� and materials. The initiative is designed to work within the framework of other international agreements and the role of participating countries varies. The PSI consists of 15 core countries, which alongside the US include � HYPERLINK "http://en.wikipedia.org/wiki/Russia" \o "Russia" �Russia�, � HYPERLINK "http://en.wikipedia.org/wiki/Japan" \o "Japan" �Japan�, � HYPERLINK "http://en.wikipedia.org/wiki/France" \o "France" �France�, � HYPERLINK "http://en.wikipedia.org/wiki/Germany" \o "Germany" �Germany� and the � HYPERLINK "http://en.wikipedia.org/wiki/United_Kingdom" \o "United Kingdom" �United Kingdom�. A further 60 countries have agreed to cooperate on an � HYPERLINK "http://en.wikipedia.org/wiki/Ad_hoc" \o "Ad hoc" �ad hoc� basis.
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